Utah Department of Health, Bureau of Emergency Medical Services and Preparedness
Data Sharing Agreement
This Agreement is between the Utah Department of Health, Bureau of Emergency Medical Services and Preparedness, (UDOH) and       (USER).

I. Background and Purpose

This Agreement defines the relationship between UDOH and USER regarding identifiable health data that UDOH shares with USER.

Utah Code Annotated §26-8a-203(2) requires that, among other functions,
The department shall establish an emergency medical services data system which shall provide for the collection of information, as defined by the committee, relating to the treatment and care of patients who use or have used the emergency medical services system.
Utah Code Annotated §26-3-7 authorizes UDOH to disclose identifiable health data under appropriate circumstances and with appropriate safeguards for the confidentiality of the data. In most cases, the disclosure must be to an organization or person that “enters into a written Agreement satisfactory to the department to protect the data in accordance with this chapter and department rule and not permit further disclosure without prior approval of the department” (§26-3-7).
II. Applicability of Agreement
This Agreement applies to all data that UDOH discloses to USER. Unless otherwise specifically excepted in writing covering separate data sets or other written data sharing arrangements, each provision of this Agreement applies to all data that UDOH discloses to USER, regardless of how obtained. Separate Agreements that except portions of this Agreement must specifically refer to this Agreement and specifically identify the excepted portions. This Agreement applies to any data derived from matching or linking UDOH data to other data as well as to the original data.
III. Definitions

“Data” means information about individuals, both identifiable and non-identifiable.

“Identifiable data” means any item, collection, or grouping of data that, either from the data disclosed or in combination with other data, identifies the individual described in it or the individual or organization that supplied the data.

“Non-identifiable data” means any item, collection, or grouping of data that does not include sufficient information, either from the data disclosed or in combination with other data, to allow a person to identify the individual described in it or the individual or organization that supplied the data.

“UDOH data” means data that UDOH discloses to USER, either under this Agreement or other separate Agreement, regardless of how collected or shared.

“USER" includes all organizations, entities, and individuals acting under the direction of USER.
IV. Data Ownership
Data provided by UDOH to USER remains the property of UDOH. Upon request, USER shall provide copies of UDOH-provided data to UDOH, unless otherwise provided for in this Agreement.

V. Confidential Treatment of Data

1. Data disclosed by UDOH to USER are for the use solely by:

A. individuals specified in this Agreement or amendments to this Agreement,

B. individuals specified in separate data sharing Agreements between UDOH and USER that incorporate all the terms of this Agreement,

C. individuals directly supervised by and doing work of those individuals specified in accordance with this paragraph V-1.

2. USER acknowledges that any use by or access to data by individuals other than those specified in V.1.A–C violates this Agreement and is cause to cancel this Agreement and may be the basis of separate administrative, civil, or criminal legal action.

3. Disclosure of Data:
A. USER may disclose non-identifiable information, such as frequencies, cross-tabulations, incidence rates, survival rates, and other summary statistical reports derived from identifiable data.
B. USER shall not disclose identifiable UDOH data to persons other than those listed in V.1 without written approval of UDOH as specified in this Agreement or a separate data sharing Agreement that incorporates all terms of this Agreement.

VI. Responsibility to Protect UDOH Data
As a condition of access to UDOH data, USER agrees to uphold the confidentiality of the data in accordance with the following requirements:

1. USER will not use the data in any way except for analysis and aggregate statistical reporting and research.
2. USER will not attempt to link nor permit others to attempt to link any record from the data set with individually identifiable data from any other source, except data sources specified for linkage at the end of this agreement.
3. USER will not release nor permit others to release any information that identifies individuals or data suppliers, directly or indirectly.
4. USER will not publish information where the number of observations or “denominators” (i.e., discharge records) in any given cell of tabulated data is less than or equal to 5.
5. USER will not release nor permit others to release the data sets or any part of them to any person who is not authorized in V.1.
6. USER will not contact nor permit others to contact facilities or persons included in or providing the data to question, verify, or discuss the data.
7. USER will not discuss information that might lead to identification of individuals described in the data with any person who is not authorized in V.1.
8. USER will not use the data after the last day of the time period covered by this Agreement, and USER will dispose of the data in a secure method by the last day of the time period covered, as specified at the end of this Agreement. USER agrees to provide written certification that USER destroyed the data.
9. If USER becomes aware of any unauthorized access to, or disclosure of identifiable UDOH data, USER will report it immediately to UDOH. USER understands that violations of confidentiality by others is just as serious as USER’s own violation and subjects USER to administrative, civil, or criminal legal action.
10. USER will submit a copy of material to be published to UDOH for verification of data accuracy and confidentiality.

11. USER will acknowledge in all publications based on UDOH data that the source of the data is “     , Utah Department of Health, Bureau of Emergency Medical Services and Preparedness.”

VII. Miscellaneous Provisions

1. Reports and Audits
UDOH may conduct audits of USER during normal working hours to observe compliance with this Agreement. USER will reimburse UDOH for the cost of audits conducted by UDOH pursuant to this Agreement.

2. Indemnification
UDOH is a governmental entity subject to the Governmental Immunity Act of Utah, Utah Code Annotated, Title 63G, Chapter 7 (the “Act”). Nothing in this Agreement shall be construed as a waiver of any rights, limits or defenses otherwise applicable to USER or UDOH under the Act. Subject to the Act, USER will indemnify, defend and hold harmless UDOH against any claim, liabilities, damages, and expenses, including without limitations, reasonable attorneys’ fees incurred by UDOH arising out of or related to negligent acts or omissions of USER in connection with this Agreement.

3. Data Availability
UDOH attempts to accurately represent the amount of data that will be released to USER. UDOH may release less than the anticipated amount of data. In such a case, a full or partial refund of any payments may be made by UDOH to USER, at UDOH's discretion. USER will not hold UDOH responsible for errors or omissions in the data.

4. Termination

A. For Cause: Either party may terminate this Agreement upon material breach by the other party of any material provision of this Agreement. 

B. Without Cause: Either party may terminate this Agreement without cause by giving the other party at least ninety days’ advance written notice thereof.

C. Effect of Termination: In the event of such termination, USER shall promptly return all data to UDOH in any and all formats.  USER shall exercise all reasonable diligence to collect and return to UDOH identifiable data disclosed to researchers pursuant to this Agreement.
5. Period of Agreement, Survival of Provisions
This Agreement is for the period specified at the end of this Agreement, unless sooner terminated as provided herein. USER’s obligations to protect the confidentiality of UDOH data survive the ending date and other termination.

6. Entire Agreement
This Agreement contains the entire understanding of parties with respect to the subject matter hereof and supersedes all prior Agreements, written or oral, and all other communications between the parties relating to such subject matter.  This Agreement may not be amended or modified except by mutual written agreement.

7. No Waiver
No waiver of any breach of any term or condition of this Agreement by any party may be construed to waive any subsequent breach of the same or any other term or condition of this Agreement.

8. Notices
Notices to the parties hereunder shall be deemed given if in writing when delivered in person or by courier, prepaid overnight express services, U.S. Mail or certified mail, return receipt requested, and shall be considered given on the next business day, if sent overnight or Express mail, and on the third business day after mailing if sent by certified mail.  Notices shall be addressed as follows:
A. To UDOH:
Sharilyn M. Hunsaker, Data Manager
Utah Department of Health, Bureau of Emergency Medical Services and Preparedness
PO Box 142004
Salt Lake City UT 84114-2004
B. To USER: As specified at the end of this Agreement.

Title of Project:
     

Period Covered by Agreement:
      –      

Data Covered by Agreement:
     

Frequency of Data Exchange:
     

Data May be Linked with:
     

In witness whereof, the parties have caused this agreement to be signed and entered into by their authorized representative.
Date:
     

Data User’s Name:
     

Position:
     

Phone: 
     

Fax: 
     

E-mail: 
     

Signature: 


Principal Investigator’s Name:
     

Position: 
     

Phone: 
     

Fax: 
     

E-mail: 
     

Signature: 


Organization: 
     

Address: 
     


     



     

Used by Utah Department of Health, Bureau of Emergency Medical Services and Preparedness
Data Fee:

Invoiced Date:

Received Date:

Data Steward Signature: 


Date:
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